
Incident Response Training

North Central Texas Council of Governments
Incident Response Training

Part 2 –
The Incident Response Plan (“the Plan”)
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Agenda

1. Incident Response Plan
2. IR Plan Key Components

• Incident Categorization
• Response Times, Notification and Communication
• IR Contact List

3. Incident Response 
• Identification
• Containment
• Eradication
• Lessons Learned
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The Incident Response Plan

An incident response plan:
• Is the most important document in Incident Response
• Defines the mission
• Outlines procedures, steps, and responsibilities 
• Defines the approach to incident response and activities 

required in each phase of incident response
• Assigns roles and responsibilities for completing 
• Maintains a contact and escalation list (internal and external) 

May include several documents:
• Organization, Roles and Responsibilities
• IR Table-Top Exercises 
• Incident Categorization
• IR Repones Times and SLAs
• Contact lists
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Key Components: Incident Categorization – P1

Description Priority 
Level

Category

A security incident will be assigned as “Priority Level 1/High” is 
the incident is characterized by the following:
− The loss of confidentiality, integrity, or availability could be 
expected to have a severe or catastrophic adverse effect on 
organizational operations, organizational assets, or individuals. 

AMPLIFICATION: A severe or catastrophic adverse effect 
means that, for example, the loss of confidentiality, integrity, or 
availability might: (i) cause a severe degradation in or loss of 
mission capability to an extent and duration that the organization 
is not able to perform one or more of its primary functions; (ii) 
result in major damage to organizational assets; (iii) result in 
major financial loss; or (iv) result in severe or catastrophic harm 
to individuals involving loss of life or serious life threatening 
injuries. 

P1 HIGH
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Key Components: Incident Categorization – P2

Description Priority 
Level

Category

A security incident will be assigned as “Priority Level 
2/Moderate” is the incident is characterized by the following:
− The loss of confidentiality, integrity, or availability could be 
expected to have a serious adverse effect on organizational 
operations, organizational assets, or individuals. 

AMPLIFICATION: A serious adverse effect means that, for 
example, the loss of confidentiality, integrity, or availability might: 
(i) cause a significant degradation in mission capability to an 
extent and duration that the organization is able to perform its 
primary functions, but the effectiveness of the functions is 
significantly reduced; (ii) result in significant damage to 
organizational assets; (iii) result in significant financial loss; or 
(iv) result in significant harm to individuals that does not involve 
loss of life or serious life threatening injuries. 

P2 MODERATE
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Key Components: Incident Categorization – P3

Description Priority 
Level

Category

A security incident will be assigned as “Priority Level 3/Low” if 
the incident is characterized by the following:
− The loss of confidentiality, integrity, or availability could be 
expected to have a limited adverse effect on organizational 
operations, organizational assets, or individuals.2 

AMPLIFICATION: A limited adverse effect means that, for 
example, the loss of confidentiality, integrity, or availability might: 
(i) cause a degradation in mission capability to an extent and 
duration that the organization is able to perform its primary 
functions, but the effectiveness of the functions is noticeably 
reduced; (ii) result in minor damage to organizational assets; (iii) 
result in minor financial loss; or (iv) result in minor harm to 
individuals. 

P3 LOW
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Key Components: Response Times and SLAs

At a minimum, the following should 
occur within this initial response 
time: 
• Initial assessment and triage.

• Case classification is determined.
• The case ownership is 

established/Incident Commander 
(IC) is assigned.

• Confirmation email will be sent to the 
IC/reporter/organization/department. 
This is the initial “we have your 
case” email. 
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Key Components: Notification and Communication
Key areas:
• Internal communication and 

escalations
• External Communication

• Public Media
• Customers
• Providers

• Regulatory Compliance

Tooling:
• Incident tracking
• Chat room
• Video chat
• Documentation tool
• Status page
• Secure File Share
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Key Components: Contact Lists

Successful Incident Resolutions rely on 
effective communication and 
escalation:
- Full and current contact list with 

primary and secondary contacts 
(email, phone, names)

- Understand when to contact and 
when to escalate

- External partner contacts are key

• Contact list to be regularly updated 
and tested

• On call schedule may be needed
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IR Aligned with Standards

IR Framework

IR Plan

IR Standard

IR Tabletop Exercises 
Examples 

ADMINISTRATION

IR Consolidated List of 
Standards

IR Roles and 
Responsibilities 

IR Response Times / SLAs

Incident Categorization 

IR SOPs

Chain of Custody 

IR Customer and Media 
Communication

IR Notification Form

Forensics Intake Form

INCIDENT RESPONSE

SOPs for Key Incidents:

DDoS Attack  
Ransomware/Malware

Data Theft
Elevation of Privileges 

Improper Computer Usage 
Phishing

Root Access
Virus Outbreak

Disaster Recovery Plan 
Template

Risk Acceptance Form

DR Industry Requirements

Risk Management Plan

Business Impact Analysis  
Template 

ISO 27035FEMANIST NIMS/ICS

IR Organizations

TECHNICAL REQUIREMENTS

Tech Incident Response 
Requirements

Incident Response Tool Kit

IR Organization Structure

IR Operations Checklist

IR Management Log

IR Report Template

Regulatory Notification 
Requirements

Third Party Risk Management

IR Financial Tracker

IR Lessons Learned Form

DR Facilitator Guide Tabletop

DR Initial Planning Minutes

DR Final Planning Agenda

DR Exercise Evaluation

DR Initial Planning Agenda

DR Report and Improvement 
Plan

SUPPORTING FUNCTIONS TO IR

IR Tracking and Reporting
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Incident Response Process – What now 
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Incident Response Process – Identification
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Incident Response Process – Identification

Documents to use To Be used
IR Notification Form Always

IR Categorization Always

Incident Log Management Always

IR SOPs for Key Incidents Always

Forensics Intake Forms Large/Critical

Chain of Custody Large/Critical

IR Report Template Medium/Large

IR Financial Tracker/Tracker Medium/Large



w
w
w.
st
ea
lth
-is
s.
co
m

Incident Response Process – Containment
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Incident Response Process – Containment

Documents to use To Be used
Incident Response Toolkit Always

IR Organizations Always

Incident Log Management Always

IR SOPs for Key Incidents Always

Forensics Intake Form/Chain of Custody Large/Critical

IR Report Template Medium/Large

IR Financial Tracker/IR Tracking Medium/Large

IR Customer and Media Notification Medium/Large

Regulatory Notification Requirements Medium/Large
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Incident Response Process – Eradication
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Incident Response Process – Eradication

Documents to use To Be used
Incident Response Toolkit Always

IR Organizations Always

Incident Log Management Always

IR SOPs for Key Incidents Always

Forensics Intake Form/Chain of Custody Large/Critical

IR Report Template Medium/Large

IR Financial Tracker/IR Tracking Medium/Large

IR Customer and Media Notification Medium/Large

Regulatory Notification Requirements Medium/Large
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Incident Response Process – Lessons Learned
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Incident Response Process – Lessons Learned

Documents to use To Be used
IR Lessons Learned Always
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Questions?
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Where to find documents and information?

https://nctcog.org/ep/resources/cyber-security-incident-response-planning-system

https://nctcog.org/ep/resources/cyber-security-incident-response-planning-system
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THANK YOU

OFFICE LOCATIONS

Las Vegas, Nevada

London, England

Dubai, United Arab Emirates

Bratislava, Slovakia 

HQ – ARLINGTON, VIRGINIA

4601 North Fairfax Drive, Suite 1200 
Arlington, VA 22203

Stealth-ISS Group® Inc. | www.stealth-iss.com | bizdev@stealth-iss.com

http://www.stealth-iss.com/

